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SOLUTION OF 

PLaIN TEXT AUTO KEY PROBLEM 
using 

UNKNOftN IuSNTIOaL PRIMARIES 

« 

as stated in Military Cryptanalysis, Part III, Page 48, Par. 32, c, 
solution is rendered difficult because of the laok of an established 
method of proving assumed values, tihile the following presents scant 
material, because of shortage of time for exhaustive experiments, it is 
believed it may open the way for reconstructing the primary alphabets 
because of a lav.- akin to that known as the law of indirect symmetry. 

The first word of the enclosed message (sheet 1, pencil number,} 
reads as follows: 

prisoners 

KiYOCFtGV adding reference numbers 

133456789 

It will be noted by reference to the scale immediately below, that 
cipher letters 3 and 3 of the message have the same interval In the pri- 
mary as pl&in text letters 1 and 3. 

.. *. 3 H I 5 G T 0 3 a u 2 F J K L P -i* R U V X Y 2 . 

1334567891111111111332333a 

01834567890133456 



From this scale it will be observed that the interval between 
p and 1 is IS letters and the same Interval appears between £ and Y. 
The same rule creates the interval between P.T. Nos. 3 and 4 and 0. 3 

and 4, i.e., the interval between r and s is 8, and the same 

between Y and G. Of course, the same interval relationship will be 
ivmintsined thruout all messages enciphered by this method. 

Attention is now direoted to Eheet ho. 3, which graphically illus- 
trates this law. i»hile this type of "box" would ordinarily be used for 
testing assumed probable words, it is here used as an enciphering "box" 
to illustrate this type of indirect symmetry. These repetitions were 



taken from' the bottom of sheet 1. 



Approved for Release byNSA on 01-22-2014 pursuant to 
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It will be observed that the key word, flASHIHGTON, Is enciphered 
in this group. This was arbitrarily done to show how it looms up in the 
cipher message, and, being alternately spaced, it is a ajLmple matter tq_. 
insert the obvious letters to complete the key. 

Jow, checking with the enciphering chart, sheet Ho. 3, it will be 

s 

i 

seen, on sheet 2, that in each improvised “box" the column at the left 
contains the key and the horizontal line at the top contains the jplain 
text letters for encipherment, the resultant cipher letters being within 
the box in pencil. 

i>'ow , note that in the enoipherment of key plus plain text, if the key 
end plain text letters are reversed the same cipher letter results. Key 
"R" plus P. T. "a" produces cipher "G" ; key plus P.T. "R" produces 
the same cipher letter. In this case, after eaoh individual encipherment 
the process wss reversed, the key taken from the top and plain text from 
the side, with the resultant red letter. Then, for illustrative, purposes, 
a oenoil figure representing an interval, was placed between the red letter 
r-md the pencil- oipher letter in the same line. -riext T the same interval was 
noted, together with a curved line, between the plain text letters connected 
by this interval, which, of course, are always alternate. 

Attention is here called, for what it is worth, to the fact that from 

red letter V (in the' "Headquarters" box) indicated by arrow from "a" to 

v»noil letter V, indicated by arrow from "b" , the su:.. of the intervals 

or 

involved is 78, /three times 26. The same total will be found between 
u ana s in the plain text above. This means, if this process of encipher- 
ment oould be accomplished by some mechanical device resembling the Viheatstone 
mechanism, with three concentric alphabets of 33 letters each, the hand 
.•■Iveys moving clockwise down the oipher alphabet, from one chosen oipher 
letter to the next, it would make three complete revolutions between the 
letters just noted. Thus, between all repeated cipher letters in a message, 
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will be found a sun of intervals divisible by 36. 

i 

Sow, of what value are the findings so far? 

i 

» problem, using the seme key ?ord, with much the same material, 
omitting, however, the encipherment of the key word, was sent to lir. 
Howell 0. Brown, of Pasadena, California, to solve. He solved ;this prob- 

I 

lem within six to eight hours, by assuming 'one or two repetitions like 

I 

V I 

" infantry" or "artillery," and v.atching for probable sequenoes ! in the 
primary alphabets he was attempting to reconstruct. When he discovered 

- I 

r-bout half a dozen letters in sequence the rest went like a house of 
cards. 

During the decrypting of this test problem, he discovered that in 
an equation suon as noted here, the relation between p and 'i as 
oompared to that between £ ana Y, the same thing is true in the 
interval between p and £ and i and Y. That is to say, in all oases 
'vuch as P.T. 1 and 3 and 0. 3 and 3, there is an identical 

interval between P.T. 1 and 0. 3 on the one hand and P. T. 3 
and 0, . ‘3.. on the other hand. . This is an additional factor which may 

’* "i 

*-ssist in checking the assumed probable word. 



■ 

i 

i 

i 

i 



i 
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The following message was enciphered by means of PLAIN TEXT. aUTO X£Y 

i 

using Identical mixed alphabets with key word WASHINGTON. ; 
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